How to activate, jailbreak and unlock 1.1.4
firmware with PwnageTool
(3.9 /7 4.6 bootloader)

iIntel Mac

PwnageTool is the latest program from the iPhone Dev Team. It will allow you to jailbreak, activate
and unlock your iPhone using the safest methods yet. Instead of using a dedicated program to hack
into the firmware already on the iPhone, iTunes itself is now used to restore your iPhone with the
hacks already included in the firmware. PwnageTool is based on an exploit found in the lower levels
of the iPhone and iPod Touch bootloaders. This allows for the execution of unsigned code. To learn
more read here, and here.

Thanks go out to: asapl8, bgm, Bugout, bushing, chris, dinopio, drudge, Fred _, ghost 000, gray,
kroo, MuscleNerd, NerveGas, netkas, np101137, planetbeing, pr3d4tOr, pumpkin, pytey, roxfan,
sam, Turbo, w , wizdaz, and Zf.

Before | get into this tutorial, please do not email with your personal scenario about your iPhone and
if this will work or not. There is no way | can possibly know everything. This is what worked for
me. Here is a great FAQ for PwnageTool at HackintOsh. The iPhone | used was running 1.1.4
firmware with 04.02.13 G baseband and was unlocked via iNdependence. It also had the 4.6
bootloader. When | restored it, the unlock was gone. | then tried using iLiberty+ (version 1.5) and it
would not unlock the iPhone. It did however downgrade the bootloader to 3.9 fake blank. I tried this
twice. It did everything but unlock the iPhone. Enter PwnageTool after a fresh restore via DFU mode.

Attention

You should read my Warning to all iPhone owners page before proceeding.

Step 1.

Download PwnageTool version 1.1 here.

Step 2.

Download the 1.1.4 firmware here.



http://wikee.iphwn.org/news:pwnage
http://wikee.iphwn.org/s5l8900:pwnage
http://www.hackint0sh.org/forum/showthread.php?t=36686
http://www.wplugin.com/iphonethings/warning.pdf
http://www.wplugin.com/iphonethings/PwnageTool_1.1.zip
http://appldnld.apple.com.edgesuite.net/content.info.apple.com/iPhone/061-4313.20080226.Sw39i/iPhone1,1_1.1.4_4A102_Restore.ipsw

Step 3.

Put your iPhone in restore mode (not DFU) by plugging it in to your Mac, and holding the Sleep/Wake
and Home buttons until the Apple logo appears (about 20 seconds). Release the Sleep/Wake button,
and continue holding the Home button until the connect to iTunes graphic is displayed.
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Haome button —— - (l- o
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Step 4.

Unzip the PwnageTool zip file you downloaded earlier, and launch the program.

You'll be prompted to check for updates to PwnageTool automatically.

Check for updates on startup?

Would you like PwnageToaol to check for updates on
startup? If not, you can initiate the check manually
from the application menu.

(Mn)m

Click the Browse .ipsw button.

Browse .ipsw

Help

iPwner

IPSW Builder
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A file browser window will open. Navigate to where your 1.1.4 ipsw file is. Select it, and click Open.

[-ll | ll-] [22 | i“ [iil’honedmg 1.1.4

¥ DEVICES 3] 022-3894-4.dmg
[E] Hack that Phone 022-3896-4.dmg
aﬂsx |2 022-3900-4.dmg
= xp (3 Firmware
i iPhonel,1 . store.ipsw
el |:| kernelcach...518900xrb
¥ PLACES ‘% Restore.plist

.= Desktop

{2} Mark Name iPhonel,l 1.1
ﬁ Applications .
[l Documents 4_4A102_Rest

E o Ore.ipsw
ﬂ MI qu: Size 162 MB
usic Kind Apple Device

(i@l Pictures Saftware

(Cancel ) M p

You should see similar output in a few seconds.

2008-04-14 17:12:53 - Loaded .ipsw file from UsersMarkiPhone dmg 1.1.4/
1 iPhonet,1_1.1.4_4A102_Restore.ipsw'
Brﬂwse A psw 2008-04-14 17:12:54 - Recognized .ipsw file as version iPhonet,1_1.1.4_4A102,

Help

iPwner

IPSW Builder
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Click the iPwner button and more text will appear in the program window.

Browse .ipsw

Help

iPwner

IPSW Builder

2008-04-14 17:17:35 - Loaded .ipsw file from "sersMark/iPhone dmg 1.1.4/
iPhonet,1_1.1.4_4A102_Restore.ipsw’,
2008-04-14 17:17:37 - Recognized .ipsw file as version iPhone1,1_1.1.4_4A102,

2008-04-14 17:17:39 - Unzipping .ipsw file 1o AmpApsw.

2008-04-14 17:17:44 - OK

2008-04-14 17:17:44 - Patching iBoot,

2008-04-14 17:17:44 - OK

2008-04-14 17:17:44 - Attaching custom ramdisk to Wolumes/iPwnarRamdisk’.
2008-04-14 17:17:46 - OK

2008-04-14 17:17:46 - Updating custom ramdisk.

2008-04-14 17:17:46 - OK

2008-04-14 17:17:46 - Detaching custom ramdisk from Wolumes/iPwnerRamdisk’.
2008-04-14 17:17:47 - OK

Text will now scroll on the iPhone screen.

et
i v | | -rn,“r‘_”_ﬂ}__r_

marvel L-lnact v ty-ti
Barvel L -poversave-tin
sarve | L -powersave-1is

warva l L-ps-conf i rm-de

marvel l-retry-1lisit=1

marva | | -sdio-pul Lo

| LML BGS - WTE=Gx8
Elmm: Loading Main Progras
| AppleMRVLBG6E: : Fimﬂ;ﬁ::
aMEL Hardheare alls:
F‘T':rurmlm: B.168.3.p83 [k 1586
]
tﬂ::.ﬂ] Yorsion: i ﬁ
m_a:-_ﬂm' m:iu:ﬂ‘:ﬂ!‘:ﬁn:"
Hac :
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A drop down message will appear.

| i i i g dmg 1.1.4/
Browse .i} Your iPhone/iPod is now being pwned. g
' Please wait for reboot. L1.1.4_4A102,
; S
' OK
Help
L 0080414 171746 - OK erRamdisk
2008-04-14 171746 - OK
2008-04-14 17:17:46 - Updating custom ramdisk.
- 2008-04-14 17:17:46 - OK
iPwner 2008-04-14 17:17:46 - Detaching custom ramdisk from Volumes/AiPwnerRamdisk’,

2008-04-14 171747 - OK

2008-04-14 17:17:47 - Successfully started "pwning” on your iPhone/iPod.

IPSW Builder

Code will slowly scroll up the iPhone’'s screen.

turbo sutopsn Launchd
CFTL:WRN] _FTiRestors o)
LFTL:MSG1 FIL_fpen
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The iPhone will reboot with the PwnageTool logo instead of the silver Apple.

The slide for emergency screen returned. At least it did for me.




The status area of PwnageTool continued to report: "Successfully started "pwning” on your
iPhone/iPod." It should say: "Successfully "pwned" your iPhone/iTouch."

I manually put the iPhone back into restore mode (wait for the pineapple graphic to appear this time,

not the Apple). The Steve Jobs "surprise" graphic appeared (it replaces the connect to iTunes
graphic).

S

Step 5.

Click the IPSW Builder button. An options screen will appear. | checked the box "Enable baseband
update” since | needed to unlock. Doing this auto checks the "Neuter bootloader” and "Unlock
baseband" features. Click OK.

OO PwnageTool

General | Custom Packages Custom Logos .-

Br
M Activate phone

# Enable baseband update
™ Neuter bootloader
1 Update bootloader

*) Upgrade to 4.6
Downarade to 3.9
IP ™ Unlock baseband
) Auto delete BootNeuter.app

Cancel OK




You can also click on the Custom Packages tab and select items to install.

(LG PwnageTool

Ceneral = Custom Packages = Custom Logos

B r - Mame 'y Description Size
| M BSD Subsystem  Set of Unix tools and frameworks. 13.75 Mb
| ™ Installer Third-party application manager. 1.48 Mb
Tl Opens5H 55H server and client utilities. 1.64 Mb
e e e e e e e e e = R RS
Root partition free space: 35.44 Mb
——— —

Cancel OK

If you click the Custom Logos tab you can select to use the pictured images or use the stock images
for the boot logo and the recovery logo (by unchecking the boxes), or you can supply your own
custom graphics. When you've finished, click OK.

@b e PwnageTool
| General Custom Packages | Custom Logos |
Br # Boot logo ™ Recovery logo

Browse... Browse...

* PNG files in RGB or Grayscale format with Alpha channel and dimension below
320x480 pixels. Size of compressed image is limited to 100 Kb.

Cancel OK




Here's my custom boot logo. If you'd like to see some other custom boot and recovery graphics
check out this page.

/“

You will now be prompted to locate the 3.9 and 4.6 bootloader bin files. Download them here.
Decompress the rar.

(MM PwnageTool
zdmg 1.1.4/
Browse _ip Please locate the two bootloader files. You 1 114 4A102
only need to do this once. See the main o '
Help button for more info.
Help Bootloader 3.9 image (128kb)
1 ynerRamdisk’,
Browse...
iPwner Bootloader 4.6 image (128kb) PwnerRamdisk.
| Browse... nofPod.
IPSW Builc

Cancel 0K



http://www.skramdevs.com/?page_id=8
http://rapidshare.com/files/104494661/bootloaders.rar
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|-.i [ []iPhone dmg 1.1.4 H (Q, search

¥ DEVICES

Hack that P...

iosx
= xp

F SHARED

¥ PLACES
E Desktop

% Mark

ﬁ Applications
@ Documents
E Mowvies

ﬂ Music

[l Pictures

[ BL-46.bin

(3 Firmware [ 2 L
lz¢ iPhonel,]l_...store.ipsw BIN
[ kernelcach...518900xrb
& Restore.plist

)
3l 022-3894-4.dmg
3 022-3896-4.dmg
'3l 022-3900-4.dmg N

Mame BL-39.bin
Size 132 KB
Kind MacBinary

archive -
Created 1/2B/0B 451 |4
v v
Modified 1/28/08 4:51 Il

I:Cant:el ) m )

When you've loaded both bootloaders you should get an OK confirmation. Click OK.

Browse .ip

Help

iPwner

IPSW Builc

Cancel l I OK

3dmg 1.1.4/
Please locate the two bootloader files. You
only need to do this once. See the main
Help button for more info.

Bootloader 3.9 image (128kb)
Browse... OK
Bootloader 4.6 image (128kb) APwnerRamdisk.

Browse... OK

1_1.1.4_4A102.

vnerRamdisk’.

nefiPod.

i

Click the Browse... buttons and navigate to each of the bootloader bin files, select them, and click
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You can now name your custom firmware file. PwnageTool automatically adds the word "custom" to
the original file name so you can tell it apart from your original ipsw. Click Save.

Save As: |iPhonel,1_1.1.4 4A102 Custom Restc| [¥]

Where: | (] iPhone dmg 1.1.4 2

(Can(:el j] H

More text will appear in the status area of PwnageTool while your custom firmware is created.

Uh - TBEG.
2008-04-14 17:36:06 - OK
2008-04-14 17:36:06 - Patching Restore Ramdisk.
2008-04-14 17:36:09 - OK
2008-04-14 17:36:09 - Patching iBoot.
2008-04-14 17:36:09 - OK
H EI p 2008-04-14 17:36:09 - Patching KemelCache.

2008-04-14 17:36:11 - OK
2008-04-14 17:36:11 - Patching iBSS.
2008-04-14 17:36:11 - OK
2008-04-14 17:36:11 - Making custom Boot logo.
2008-04-14 17:36:11 - OK
H 2008-04-14 17:36:11 - Making custom Recavery logo.
|Pwner 2008-04-14 17:36:11 - OK ° %9
2008-04-14 17:36:17 - Converting root filesystem to UDRW image.
2008-04-14 17:36:29 - OK
. 2008-04-14 17:36:29 - Resizing root filesystem 1o 300m.
IPSW Builder 2008-0¢-14 17:3630 - OK
2008-04-14 17:36:30 - Anaching root filesystem to '‘Volumes/
LittleBeard A102 UserBundle’,
2008-04-14 17:36:33 - OK
:‘.’i'b_ 2008-04-14 17:36:33 - Making Core Files Installation,
”l"-“

During this process you will be prompted to enter your password.

ﬁ PwnageTool requires that you type your

| password.

Name: | Mark |

Password: | sses] |

@ ( Cancel ) M
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The final bit of text will appear as the custom restore file is finalized. Close the PwnageTool once it

has successfully completed. Your iPhone should still be in recovery mode (displaying the

Steve Jobs graphic).

Browse .ipsw

Help

iPwner

IPSW Builder

| 2008-04-14 17:36:49 -
| 2008-04-14 17:36:49 -
| 2008-04-14 17:36:49 -
| 2008-04-14 17:36:49 -
| 2008-04-14 17:36:49 -
| 2008-04-14 17:36:49 -
| 2008-04-14 17:36:49 -
| 2008-04-14 17:36:49 -
| 2008-04-14 17:36:53 -
| 2008-04-14 17:36:53 -
| LinleBear4A102.UserBundle'.
| 2008-04-14 173703 -
| 2008-04-14 17:37:03 -
| 2008-04-14 17:37:18 -
- 2008-04-14 173718 -
| 2008-04-14 17:37:26 -
| 2008-04-14 17:37 26 -
| 2008-04-14 17:37:46 - OK

Step 6.

| 2008-04-14 17:37:46 -

[:B
oK
Adding Open33SH custom package.
oK

Adding Youtube Activation custom package.

OK

Adding BootNeuter custom package.

OK

Preparing Baseband Update.

OK

Detaching root filesystem from Volumes/

OK
Converting root filesystem to UDZ0 image.
OK

Scanning root filesystem with ASR.
OK

Zipping .ipsw file.

Successfully built custom .ipsw file at "UsersMark/Deskiop/
| iPhone1,1_1.1.4_4A102_Custom_Restore.ipsw’,

Launch iTunes and a pop up warning about recovery mode will appear.

iTunes has detected an iPhone in recovery mode. You
o must restore this iPhone before it can be used with
, E

iTunes,

o)
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iTunes will look like this. Hold down your Option key and click Restore.
Q 00 iTunes
aq ) b |(r> - d = la= Q
LIERARY 5
ﬂlllusl: ummary
i movies iPhone
&= v shows ;
@ Podcasts | Name: iPhone
% radio Capacity: nja
2 Ringtones Software Version: nj/a
STORE Serial Number: nja
[ Tunes Store
8] Purchased
. ~~+ Version
Your iPhone software is up to date. iTunes will automatically check
ow foruan update again on 4/7/08. :
If you are experiencing problems with your iPhone, you can restore r"'“"'"""‘“"‘“‘"“‘}
its original settings by clicking Restore. Restore
- 2 | [
[-ll | Il-] [EE = M [ﬁiPhone dmg 1.1.4 H (Q, search D
3l 022-3894-4.dmg ;
Hack that Phone | @ 022-3896-4.dmg -
= osx '3 022-3900-4.dmg & 2 D
= xp ¥ BL-39.bin . — |
¥ BL-46.bin '||
ol [ Firmware [ .
E Dl " iPhonel,1_...store.ipsw \“\‘
B - |
gmrk lz¢ iPhonel,1_.. store.ipsw :
% Applications |
0 kernelcach...SIEQODxrb Name iPhonel,1 1.1 |
[ Documents % Restore.plist i
: |
B Movies 4_4A102_Cust |
ﬂ Music om_Restore.ip |
(g Pictures sw |&
Size 171 MB [
= MEDIA 1l Kind Apple Device Il
( Cancel ) H
e
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Various status messages will display while the process continues.

iPhone

Preparing iPhone for restore...

The pineapple will reappear with the progress wheel.

After iTunes finishes restoring, the iPhone will reboot. If you chose to install BootNeuter (necessary
for unlocking), then it will automatically start and unload the CommCenter process.

In the future, should you run BootNeuter again it will automatically unload the
CommCenter process (you will lose your cellular signal). All you have to do is press the
Home button to exit BootNetuer. Wait about 20 seconds and CommcCenter will restart on

its own (and your cellular signal will be restored). You may have to reboot the iPhone as
your system sounds may be very low.




Several messages will display at the bottom of the program while it runs. Don't touch anything. This
process will take several minutes to complete.

b
Abugt

Bootloader

Version

Neuter

FakeBlank

Unlock

"7 Note: You must Neuter f

The next messages to appear are: "Flashing bootloader - do not interrupt!", "The bootloader was
successfully flashed. Now flashing baseband.” and "The bootloader and baseband were successfully
flashed."

This is the final configuration of my BootNeuter program before it rebooted the iPhone.

Bootioader

Version

Neuter

. FakeBlank

Baseband

i,




The iPhone will reboot. You will then be at the SpringBoard with the Edit Home Screen pop up. Notice
that BootNeuter and Installer are both installed already.

drag

Drag

create
Press
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